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I. INTRODUCTION 

 
In the modern world, a number of social networking sites have been created, whereby 
people from all over the world are beginning to communicate with each other in new ways 
on the Internet.  Social networking sites are a cultural phenomenon which have 
revolutionized interpersonal communication and will continue to do so.  Their increasing 
influence was emphasized in a recent report from the Office of the Privacy Commissioner 
(Canada)1: 
 

6.  Social networking sites are a cultural phenomenon. In the last five years, the popularity of these 
sites has exploded, with millions of people around the world joining them to keep in touch with 
their friends and family and to meet new people. They represent a dramatic shift in the way people 
communicate, and their use raises interesting questions about long-held views on what it means to 
have a private life or a sense of “privacy”.  
 
7.  In an age where it appears almost everyone is leaving their digital footprints everywhere, 
including their views, pictures, beliefs and sometimes romantic foibles, our notions of controlling 
one’s personal information – the foundation on which the Personal Information Protection and 
Electronic Documents Act (the Act) is built – are being significantly challenged.  
 

A number of social networking sites have grown up, including Facebook, Twitter, 
MySpace, Nexopia and Bebo. Facebook appears to be the most popular.  Users create 
profiles on Facebook, as well as other social networking sites, in order to share personal 
information about themselves and communicate with others. The Assistant Privacy 
Commissioner had the following to say about Facebook2: 

 
8.  Facebook is the most popular social networking site in the world – with over 200 million users 
worldwide and nearly 12 million users in Canada alone. It describes itself as a “social utility that 
helps people communicate more efficiently with their friends, family and coworkers.” Its tag line is 
“Facebook is a social utility that connects you with the people around you.”  
 

. . . 
 
10.  . . . On Facebook, users decide what information they provide in order to meet their own 
needs for social networking. In order for individuals to join Facebook, Facebook requires that users 
provide only four pieces of personal information: their name, email address, date of birth, and 
gender. All other information is uploaded voluntarily by the user for the express purpose of sharing 
it with others.  
 

My experience has been that social networking site users are virtually tripping over 
themselves to share a plethora of extremely personal details about themselves on their 
social networking sites, including posts, photographs, residential details, hobbies, likes, 
dislikes, etc.  As noted in the Privacy Report3: 

 

                                                
1 (E. Denham, Assistant Privacy Commissioner of Canada, Report Of Findings Into The Complaint Filed By The 
Canadian Internet Policy And Public Interest Clinic (CPPIC) Against Facebook Inc., PIPEDA Case Summer 
#2009-008 (the “Privacy Report”)), at ¶¶6-7 
2 Privacy Report at ¶¶8-10 
3 at ¶88 
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88.  . . .  Most notably, unlike individuals in earlier cases, Facebook users proactively and 
voluntarily upload their personal information to the Facebook site for the express purpose of 
sharing it with others.  

 
As of October 2008, there were 10 billion photographs posted on Facebook4.  Even the 
most sophisticated people seem to be willing, indeed eager, to post very personal details 
about themselves on social networking sites.  A recent media report5 indicates that the 
wife of the newly-appointed Chief of Britain’s MI-6 spy agency posted the fact of his 
appointment, together with “family pictures and details of where they live and take their 
holidays, and who their friends and relatives are” on Facebook. One security expert 
indicated that, as a result, the “family would almost certainly need to be re-housed and the 
children may require extra protection”.   

 
Many social networking site users often seem to have little or no clue as to how little 
privacy they leave themselves, although this is rapidly changing.  Many people have 
learned how to access a person’s information by accessing their social networking sites 
including: 

 
1. employers screening prospective employees; 

2. insurers monitoring the lives of people making disability claims or being paid 
disability benefits6;  

3. lawyers, police, investigators or others locating and communicating with 
witnesses, suspects and people they are trying to find; and 

4. lawyers, police, investigators or others seeking information and evidence about 
suspects, opposing clients, witnesses and potential jurors. 

Social networking sites can provide a gold mine of information, and even evidence, to 
litigation counsel.  To the extent that one can surreptitiously access information about a 
subject because of the lack of privacy settings on the subject’s social networking site, one 
can sometimes ambush an opponent at trial using information from that individual’s (or 
another person’s) social networking site, as occurred in Kourtesis v. Joris7 and Terry v. 
Mullowney8.  Even if the information on a social networking site is restricted due to 
privacy settings or the social networking site’s information retention policies, a litigant 
may be able to go to court to preserve the contents of that site and obtain disclosure. 
                                                
4 Privacy Report, ¶237 
5 “British Spy Chief’s Cover Blown On Facebook”, Reuters, 7 July 2009 
(http://www.reuters.com/article/idUSTRE56403820090705) 
6 Depressed woman loses benefits over Facebook photos” C.B.C. News, 19 November 2009, 
http://www.cbc.ca/canada/montreal/story/2009/11/19/quebec-facebook-sick-leave-benefits.html; M.White, “Benefits 
cut off over Facebook photos”, Edmonton Journal, 20 November 2009; O. Ha-Redeye, “The Benefits of Facebook or 
Lack Thereof, When Depressed”, slaw.ca, 22Nov09 (http://www.slaw.ca/2009/11/22/facebook-benefits-when-
depressed/) 
7 2007 CarswellOnt 4343 (Ont.S.C.)  
8 2009 CarswellNfld 85 (N.L.S.C.)  
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