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Fraud in the context of real estate transactions continues to be a concern for law firms, 
financial institutions, and property owners.  It is important for everyone working in a law 
office to understand how various frauds work, know what the so called “red flags” are, 
and know what to do when fraud is suspected.  This understanding is key to protecting 
your firms' and your clients' interests.  
 
The purpose of this paper is to identify the various types of fraud arising in real estate 
transactions, help to identify certain “red flags” that should prompt lawyers and their 
staff to raise questions and apply extra diligence in suspicious circumstances, and finally 
provide some practical tips on how to protect themselves and their clients from 
becoming victims or inadvertent dupes of sophisticated con artists.  

Types of Real Estate Fraud 

In the Real Estate context, the frauds that are a concern for  Alberta law firms generally 
fall under one of three types: frauds targeting lawyers, frauds targeting lenders, and 
frauds against property owners.   

Frauds Targeting Lawyers: 

The estimated $250,000,000,000.00 that passes through the trust accounts of Alberta 
lawyers each year has made them an appealing target of fraudsters.  Fraudsters are 
creative, they are getting more sophisticated, and their fictitious scenarios can seem like 
legitimate legal matters. 

(a) Bad Cheque Frauds seem to be the most common fraud attempts 
at present. The traditional debt collection hoax where fraudsters 
contact lawyers asking for assistance in collecting a debt or 
spousal- support arrears have expanded into the area of real 
estate among others.   

(a) What happens: The fraudster contacts the lawyer, often by email but also by 
regular mail or direct phone contact.  Asking for assistance in purchasing 
property, funds are often quickly forwarded to the lawyer who negotiates the 
instrument.  The prospective buyer is often outside the jurisdiction, making 
client identification and verification difficult.  It is only later, after funds have 
been paid out by the lawyer to either the client or some third party, that it will 
be discovered that the instrument it was a forgery and there is now a shortfall 
in the lawyers trust account.  Fraudsters have contacted realtors asking for 
referrals to lawyers so that when contact with the lawyer is made, a known 
referral source is quoted, often giving the lawyer a false sense of comfort.   
Other frauds present as a request by a fraudster posing as an attorney from 
another jurisdiction requesting assistance on behalf of their client who 
wishes to purchase property in Alberta.  
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(b) Reported Examples:  These bad cheques can come from any number of 
different sources.  Below are only a few  examples of what some lawyers 
have encountered: 

• A payment from an ex-spouse on a spousal 
support collection under the terms of a 
collaborative family law agreement 

• A payment from a debtor on a business debt 
collection 

• A payment from an unrelated 3rd party corporation 
as a down payment on a real estate purchase 
transaction 

• A loan advanced from a sham lender on a 
business loan or real estate transaction 

• A payment on a real estate deal that ends up 
being aborted triggering a repayment of the 
deposit to the purchaser or some third party 

In some of these schemes, lawyers have received the cash to close in the 
form of a cheque written on the account of a corporation in another 
jurisdiction.  When the receiving lawyer does an initial search of the 
corporation it may appear valid, but enquiries directly to the company 
(using independent telephone numbers, not the ones provided on the 
cheque) have revealed that the cheques were forgeries. 

(c) Red Flags: 

• Contact is made by email may contain spelling or 
grammar errors mistakes.  Although this may also 
take the form of a letter, fax or telephone call.  

• The prospective client is unavailable to attend 
personally in the lawyers office.  They may be 
offshore, are unknown to the lawyer’s office 

• The facts seem completely unusual or hard to 
believe 

• Funds arrive quickly or unsolicited at the lawyers 
office 

• Timing happens just prior to a long weekend when 
banks will be closed 

• There is often a “rush” - some urgency on the part 
of the client to receive funds quickly 
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(b) Stranded Traveler Scam: hackers have accessed the email contacts of  
a lawyer – then sent the message to all the lawyers contacts with a plea  
for money – the message may say that the lawyer is traveling in Europe, has 
been robbed and needs immediate funds.  The hacker would intercept any 
reply and provide instructions for the transfer of funds, which are, of course, 
received by the fraudster and long gone before the fraud is detected.  If you 
receive a request such as this from a client or lawyer, use independent 
means to verify the circumstances – call the individual directly using a 
number that you have on a file for them (not the one included in the  
email if there is one) 

Frauds Targeting Lenders:  

Otherwise known as mortgage fraud, this type of fraud is generally a material 
misstatement, misrepresentation or omission relied upon by an underwriter or lender to 
fund, purchase or insure a loan. There are two types of mortgage fraud: fraud for 
property and fraud for profit. Fraud for property usually involves the borrower as the 
perpetrator on a single loan. Fraud for profit often involves industry professionals.  There 
are generally multiple loan transactions with several financial institutions involved.   

In recent years, mortgage fraud has emerged as a serious issue.  Published estimates 
indicate that mortgage fraud is costing lenders and insurers billions of dollars in losses in 
both Canada and the United States. In Alberta, mortgage fraud, together with investment 
scheme frauds, presently tops the list of concerns facing the Alberta Lawyers Insurance 
Association (“ALIA”), and the Law Society of Alberta Assurance Fund, and Law Society of 
Alberta conduct, and investigations departments.  

Value Fraud 

In a value fraud, the value of the property or income of the borrower is artificially 
overstated to deceive the mortgage lender. This may be done in one of several ways 
including: 

 “flips”, where one or more superficial transfers of 
title are used to rapidly increase the apparent 
value of a property.  These are types most 
frequently encountered by the Law Society. 
Fraudsters in such schemes often do one or more 
of the following:  

 use “straw” buyers (persons paid to act on 
behalf of the fraudster and whose name and 
credit is used for title transfer mortgage 
application purposes); 
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	The estimated $250,000,000,000.00 that passes through the trust accounts of Alberta lawyers each year has made them an appealing target of fraudsters.  Fraudsters are creative, they are getting more sophisticated, and their fictitious scenarios can se...
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	(b) Stranded Traveler Scam: hackers have accessed the email contacts of  a lawyer – then sent the message to all the lawyers contacts with a plea  for money – the message may say that the lawyer is traveling in Europe, has been robbed and needs immediate f�
	Frauds Targeting Lenders:

	Otherwise known as mortgage fraud, this type of fraud is generally a material misstatement, misrepresentation or omission relied upon by an underwriter or lender to fund, purchase or insure a loan. There are two types of mortgage fraud: fraud for prop...
	In recent years, mortgage fraud has emerged as a serious issue.  Published estimates indicate that mortgage fraud is costing lenders and insurers billions of dollars in losses in both Canada and the United States. In Alberta, mortgage fraud, together ...
	Value Fraud

	In a value fraud, the value of the property or income of the borrower is artificially overstated to deceive the mortgage lender. This may be done in one of several ways including:
	“flips”, where one or more superficial transfers of title are used to rapidly increase the apparent value of a property.  These are types most frequently encountered by the Law Society. Fraudsters in such schemes often do one or more of the following:
	use “straw” buyers (persons paid to act on behalf of the fraudster and whose name and credit is used for title transfer mortgage application purposes);
	collude with personnel at a lending institution, mortgage broker, lawyer’s office, and/or appraiser; and/or
	target or work within certain ethnic or cultural circles.
	misrepresentation of the original purchase price (i.e. through vendor cash-back provisions).
	misrepresentation of  the existence of  a structure on the property (a missing house for example) or false value of the structure sworn on the affidavit of value.
	misrepresentation of the revenue potential of income-producing real estate (i.e. “cash-outs” on commercial property).
	approaching multiple lenders simultaneously for loans on one property (i.e. “shot gunning”), representing to each lender that the property has substantial unencumbered equity, or approaching multiple lenders simultaneously for loans to one individual (i.
	Private Mortgage Financing Fraud

	In a private mortgage financing fraud, mortgage financing is raised by “private offerings” in which investors are promised high returns on real estate properties or projects such as condominiums.  The returns are allegedly made possible because the ma...
	in the case of new projects, the ability to acquire, construct, and sell real estate developments at substantial profit; and
	in the case of foreclosure acquisitions, special access to acquire such properties at prices substantially below market value.
	Lawyers may be engaged at various stages of these private financing schemes, including drafting investment documents, receiving and disbursing investors’ money, and/or executing the underlying real estate transactions.  These real estate projects may ...
	Mortgage Rescue Fraud

	In a mortgage rescue fraud, a fraudster claims the ability to provide interim financing assistance to help a cash-strapped owner avoid foreclosure, in exchange for (undisclosed/fraudulent) excessive equity interest in their property.
	Bankruptcy-Mortgage Fraud

	In a bankruptcy-mortgage fraud, a fraudster acquires titles to multiple properties, with no intention of paying the mortgages. The perpetrator collects revenue from the property, then files for bankruptcy to stall foreclosure and to allow the scheme t...
	Fraud Targeting Property Owners

	This title fraud involves the fraudulent transfer or encumbrance of title from a true registered owner.  Through misrepresentation of the identity of the bona fide property owner or an improperly obtained power of attorney, the fraudster diverts title...
	Mortgage Fraud Risk Flags

	Be alert to indicators of mortgage fraud, including the following:
	Title searches show recent transfers of the property or a pattern of mortgages being registered and discharged shortly thereafter;
	A rapid increase in the value of the property over a relatively short period of time;
	Lawyer is offered higher than usual legal fees for handling the transaction;
	Statement of Adjustments does not reflect the real estate purchase contract; credits not referenced in the purchase agreement could include gifts, additional deposits, credits for repairs, decorator or appliance allowances, seller financing, commission r
	Credits granted to the purchaser appearing in an addendum to the purchase agreement that may not be provided to the lender.
	Surplus of mortgage proceeds after closing that are to be paid to the borrower or third party;
	Indications that the mortgage is comprising greater than 95% of the purchase price;
	Closing funds in the form of a cheque or bank draft that indicate that funds may be coming from a source other than the purchaser;
	Irregularities in the real estate purchase contract:  such as the witness for both the buyer and seller resembles the signature of one of the parties or duplicate agreements with inconsistent terms;
	Non-arm’s length relationship between the seller and buyer; the deposit is paid directly to the seller; the entire down payment is paid by way of deposit; falsified down payments such as repairs, decorator or appliance allowances;
	Irregularities in the execution of documents - such as: the documents are taken out of the office for execution by the borrower and witnessed by a party to the transaction;
	Photocopied or altered identity documents; lack of picture I.D.; I.D. presented on behalf of absent party;
	Buyer has little or no knowledge of the loan terms or property details and is evasive when asked questions;
	Multiple transactions with similar characteristics such as the same realtor, appraiser and mortgage representative;
	Third party involvement in the instructions, directions, or provision of reporting information, or directions of payment from proceeds to a third party;
	Lender’s Instructions have different details of the transaction from the actual details of the transaction such as purchase price, owner occupancy, down payment; and
	Inordinate delays from seller’s lawyer.
	Seller in the purchase contract is not the current registered owner of the property.
	Transaction closing on a tight timeline and clients pressing to close notwithstanding normal safeguards are not in place;
	Last minute instructions to complete transaction by way of power of attorney;
	Other Factors to Keep in Mind

	People working in a legal environment  should be alive to other high risk factors that may impact risk or impact the scenarios that develop in relation to fraud, including:
	 When encountering bad cheque schemes, very high quality forgeries are presented – they can be in the form of certified cheques, bank drafts, or even direct deposits to trust accounts that can be reversed when the forgery is discovered.  These instruments�
	 Fraudsters adapt quickly to enforcement efforts.  Changes can involve the use of different lawyers for successive transactions in “flip” schemes to reduce the likelihood of detection. Perpetrators may also use lawyers from different locations to further �
	 As general awareness of mortgage fraud risks increase, perpetrators are attempting to prey on potentially more vulnerable lawyers, in particular, long-serving members who may be unduly trusting of clients, or lawyers who only handle the occasional real e�
	 Economic conditions during “the boom” were highly conducive to mortgage fraud (i.e. rapidly rising prices and low interest rates).  As prices and property incomes decline, the incentive and ability of fraudsters to make mortgage payments declines, and fr�
	 As real estate prices decline, proven fraud schemes such as deceptive sales contracts and hidden seller concessions may be reincarnated in newer and more clever ways (i.e. seller financing where a relationship between buyer and seller is concealed, or co�
	 As commercial lending sources tighten credit granting processes, fraudsters may turn to private lenders/investors who may lack the necessary skills and resources to perform appropriate due diligence.  Lawyer involvement in such schemes may range from rel�
	Practical Tips for Managing Risk

	It is important to understand how frauds develop and the various factors that may be involved in order to protect your firm against fraud.  The application of sound professional judgment and effective business principles is key to ensuring that a law ...
	The following are some examples of steps that lawyers can take to minimize the risk to their practice
	Following legal and regulatory requirements (Rules of the Law Society of Alberta, and Code of Professional Conduct) and noting any changes to these rules
	Strictly adhere to the Client Identification and Verification rules. Take the time to get to know your client, ask questions, discover their background, understand why they are entering into the transaction at hand, and meet personally with clients where
	Law firms should be very cautious when contacted directly via the internet. Independent means to confirm contact information such as reverse telephone directories, Google searches, to cross-check information is essential.
	Read Law Society bulletins relating to fraud alerts and new risks and the Benchers Advisory for more information on steps that the Law Society is taking to address the risks of fraud (E-Bulletins and the Advisory are circulated to members and posted on t
	Establish solid accounting practices, and follow the rules relating to the receipt and payment of trust funds (don’t sign blank cheques, never sign a cheque with no payee or amount stated, consider a system for cheque requisitions, stamp invoices “paid” 
	Talk to your bank about the best way to verify instruments of concern prior to deposit.  Encourage use of large value transfer system (LVTS) for electronic fund transfers as they are irrevocable.  Know that not all electronic fund transfers are the same.
	Be very careful about disclosing details relating to your trust account and the circumstances in which you allow others to make deposits directly to your account - funds deposited directly to your account are only as good as the original instrument.
	Establishing clear guidelines for dealing with files and procedures to deal with circumstances that raise any suspicions. Discuss various fraud scenarios with your staff and develop procedures for addressing each.
	Exercise care in hiring practices (perform background checks, obtain explanations for employment gaps, check references)
	Segregate duties relating to handling of money where possible
	Supervise Staff, train them
	When engaging in a joint/multiple retainer, ensure that it is in the interests of both/all parties that you so act, and document the file, obtain a signed conflict letter from all parties
	Be wary of inconsistent information, ASK questions, if you have suspicions regarding the transaction – disclose your concerns to all parties, where you are unclear of the purpose of a complex transaction – clarify, and make notes on the file
	Develop your own checklists and USE them
	A big problem with dealing with fraud is that it is very hard to define.  Perfectly legitimate circumstances may have one or more so called red flags. Everyone working in a law firm  needs  to be aware of the potential risks and take additional steps ...
	ETHICALLY SPEAKING
	MORTGAGE FRAUD: SOME ETHICAL ISSUES

	By Nancy Carruthers and Ross McLeod, QC, Practice Advisors, Law Society of Alberta
	(Reprinted from Law Society of Alberta’s May 2009 Advisory)
	The Law Society of Alberta has been concerned with mortgage fraud in this province for a number of years. It seemed to flourish during the time of our hot economy, but now that the housing market has cooled, we are seeing the fallout.
	Recently, the Calgary Herald published an article in which a member of Calgary’s police force suggested that mortgage fraud would not be so prevalent without the involvement of dirty bankers, realtors and lawyers. Most lawyers would take exception to ...
	In many cases, lawyers are unwittingly involved in mortgage fraud. Fraudsters are not anxious to reveal their scheme to the conveyancing lawyer and will try to conceal it. The Practice Advisors’ office receives regular calls from lawyers who suspect t...
	May I continue to act for the purchaser client if I discover that the purchaser is attempting to commit a fraud on the mortgagee?
	The Code of Professional Conduct prohibits lawyers from knowingly assisting a client in a crime or fraud, and requires withdrawal if the client persists in instructions that the lawyer knows will result in a crime or fraud. Knowledge will be attribute...
	I have withdrawn from representing my client, as I discovered he is committing a real estate fraud.  Should I tell anyone? Can I?
	Chapter 7 of the Code of Professional Conduct requires a lawyer to keep confidential all information concerning the business and affairs of the client, acquired during the course of the professional relationship. Disclosure of certain information may...
	Lawyers must disclose confidential information to the Law Society when required, and must disclose such information when required by law. Disclosure is also required to prevent a crime likely to result in death or bodily harm.
	Lawyers may disclose confidential information when necessary to prevent any other type of prospective crime. When disclosure is discretionary, the lawyer must evaluate the risk to the safety or property of others. In any case in which disclosure is co...
	I act for the borrower/purchaser and lender, and have just discovered that the borrower has misrepresented the purchase price of the property to the lender. What do I do now?
	Lawyers acting in a joint retainer have a duty to act in the best interests of all clients in the retainer. Information received from one client in connection with the matter cannot be treated as confidential, and must be shared with the other clients...
	I previously acted for a purchaser/borrower and lender. The lender is now requesting my conveyancing file. Can I provide it?
	Pursuant to Chapters 6 and 7 of the Code of Professional Conduct, a lawyer engaged in a multiple representation or joint retainer cannot withhold material information from one client, or treat it as confidential in respect of the others.  Consent of t...
	The lawyer is entitled to release the file information to the lender without getting the borrower’s consent.  The lawyer’s duty to maintain an even hand as between the clients also suggests that it would be prudent for a lawyer to advise the borrower ...
	I acted for the vendor, purchaser and lender in a real estate transaction. The lender wants the vendor’s file material as well. How should I respond?
	This is an area of some difficulty, as the issue of whether a joint retainer existed for a common matter may be a question of fact which must be determined in each case.  There is authority for the principle that privilege is not waived with respect t...
	Courts have found joint retainers to exist in situations where a lawyer or firm was managing a file in which two parties, although technically having conflicting interests, were engaged in a transaction intended to benefit both their interests (Gulutz...
	Lawyers should clearly address the issue with the clients at the outset of the retainer and, if acting for vendor, purchaser and lender, open a separate file for the vendor’s matter. Lawyers must also be alert to conflicts if they become aware of some...
	I act for the vendor.  It appears to me that the purchaser’s lawyer may be engaged in a file involving a real estate fraud.  What are my obligations?
	It is possible that the other lawyer is being duped. It merits a call to the purchaser’s lawyer to advise them of your observations and concerns. The other lawyer must then consider the circumstances of the file and his or her potential withdrawal. I...
	The Practice Advisors are available to assist Alberta lawyers with confidential inquiries involving mortgage fraud and lawyers’ ethical obligations.
	Contact:
	Ross McLeod, QC, 780-412-2301 or toll-free 1-800-661-2135 ross.mcleod@lawsociety.ab.ca
	Nancy Carruthers, 403-229-4714 or toll-free 1-866-440-4640 nancy.carruthers@lawsociety.ab.ca
	Jocelyn Frazer, 403-229-4796 or toll free 1-888-229-4769 Jocelyn.frazer@lawsociety.ab.ca
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